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Abstract. A metacomputingenvironmentis a collectionof geographicallydis-
tributedresources(people,computers,devices,databases)connectedby oneor
morehigh-speednetworks,andpotentiallyspanningmultiple administrative do-
mains.Securityis anessentialpartof metasystemdesign—high-level resources
andservicesdefinedby the metacomputermustbe protectedfrom oneanother
and from corruptedunderlyingresources,and underlyingresourcesmust min-
imize their vulnerability to attacksfrom the metacomputerlevel. We present
theLegion securityarchitecture,a flexible, adaptableframework for solvingthe
metacomputingsecurityproblem.We demonstratethat this framework is suffi-
cientlyflexible to implementawiderangeof securitymechanismsandhigh-level
policies.

1 Intr oduction

Legion [5, 6] is a distributedcomputingplatformfor combiningvery largecollections
of independentlyadministeredmachinesinto single,coherentenvironments.Likeatra-
ditional operatingsystem,Legion providesconvenientuserabstractions,services,and
policy enforcementmechanismsover a diversesetof lower-level resources.The dif-
ferenceis that in Legion, theseresourcesmay consistof thousandsof heterogeneous
processors,storagesystems,databases,legacy codes,anduserobjects,all distributed
over wide-areanetworks spanningmultiple administrative domains.Legion provides
themeansto pull thesescatteredcomponentstogetherinto asingle,object-basedmeta-
computer thataccommodateshighdegreesof flexibility andsiteautonomy.

Security is an essentialpart of the Legion design.In a metacomputingenviron-
ment,the securityproblemcanbe divided into two main concerns:(1) protectingthe
metacomputer’shigh-level resources,services,andusersfrom eachotherandfrom cor-
ruptedunderlyingresources,and(2) preservingthesecuritypoliciesof theunderlying
resourcesthat form the foundationof the metacomputerandminimizing their vulner-
ability to attacksfrom the metacomputerlevel. For example,restrictingwho is able
to configurea metacomputer-wide schedulingservicewould fall in the first category.
Its solution requiresmetacomputer-specificdefinitionsof identity, authorization,and
accesscontrol. Meanwhile,enforcinga policy that permitsonly thosemetacomputer
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userswho have local accountsto run jobson a givenhostfalls in thesecondcategory.
Its solutionmight requirea mapbetweenlocal identitiesandverifiablemetacomputer
identities.

To satisfyusersandadministrators,a full securitysolutionmustaddressandrec-
oncile both of thesesecurityconcerns.Usersmusthave confidencethat the dataand
computationsthey createwithin the metacomputerareadequatelyprotected.Admin-
istratorsneedassurancesthat by addingtheir resourcesto a metacomputer(andthus
makingthoseresourcesmoreaccessibleandvaluableto users),they arenot alsointro-
ducingunreasonablesecurityvulnerabilitiesinto their systems.

Attemptingto incorporatesecurityasanadd-onlatein theimplementationprocess
hasbeenproblematicin a numberof first-generationmetacomputingsystemssuchas
PVM, MPI, andMentat.To avoid this pitfall, the Legion group hasaddressedsecu-
rity issuessincetheearliestdesignphases[10]. Ourmetacomputingsecuritymodelhas
threeinterrelateddesigngoals:flexibility , autonomy, andbreadth.Flexibility demands
that the framework be adaptableto many differentsecuritypoliciesandallow multi-
ple policiesto coexist. Autonomy is essentialso that organizationsanduserswithin a
metacomputingenvironmentcanselectandenforcetheir desiredsecuritypolicies in-
dependently. Finally, breadth refersto the ability of the metacomputer’s architectural
framework to enablea rich setof securitypolicy features.

Thesegoalsarestronglydrivenby ourview thatafundamentalcapabilityof ameta-
computeris its ability to scaleover andacrossmultiple trustdomains.A Legion “sys-
tem” is really a federationof meta-andlower-level resourcesfrom multiple domains,
eachwith its own separatelyevaluatedandenforcedsecuritypolicies.As such,there
is no centralkernelor trustedcodebasethat canmonitor andcontrol all interactions
betweenusersandresources.Nor is theretheconceptof asuperuser—noonepersonor
entity controlsall of theresourcesin aLegionsystem.

If it is to satisfya broadrangeof securityneeds,our architecturemustallow the
implementationof a numberof differentsecurityfeatures.Theseinclude

– Isolation – Detectionandrecovery
– Accesscontrolfor resources – Communicationprivacy andintegrity
– Identityof principals – Integrationwith standardmechanisms

The first point, isolation,refersto the ability of componentsin the metacomputerto
insulatethemselvesfrom securitybreachesin otherpartsof thesystem.This featureis
particularlyimportantin largeLegion networks,wherewe mustgenerallyassumethat
at leastsomeunderlyinghostshavebeencompromisedor mayevenbemalicious.

In this paperwe elaboratea metacomputingarchitecturebasedon our designgoals
thataddressesbothpartsof themetacomputingsecurityproblem.In ourdiscussion,we
presentexamplesof mechanismswe have designedor implementedwithin the archi-
tecturethatenablea numberof usefulsecuritypolicies,andprovideexamplesof those
policies.

2 Ar chitectural Support for Security

Legion is composedof independent,active objects.All entitiesof interestwithin the
system—processingresources,storage,users,etc.—arerepresentedby objects[7]. Le-



gion objectscommunicatevia asynchronousmethodcallssupportedby anunderlying
messagepassingsystem.Eachmethodcall containsactualparametersandanoptional
setof implicit parameters, metadatathat is availableto calledobjects.Objectsarein-
stancesof classesthatdefinetheir interface,which is requiredto beasupersetof amin-
imal object-mandatory interface.Object-mandatorymethodsincludefunctionssuchas
aninterfacequeryandmethodsto implementobjectpersistence.

Legionobjectsarepersistent,andaredefinedto bein oneof two states:active or in-
ert. Whenanobjectis active,it is hostedwithin its own runningprocessandcanservice
methodcalls.Whenan objectis inert, its state(calledits ObjectPersistentRepresen-
tation,or OPR)is preservedon a storagedevice managedwithin the system.Objects
implementinternalmethodsto storeandrecover their dynamicstate.

Legion Runtime Library The implementationof Legion objectsis supportedby a
Legion Runtime Library (LRTL) interface.TheLRTL definestheinterfacesto services
suchasmessagepassing,objectcontrol (e.g.,creation,location,deletion),andother
basicrequiredmechanisms.

A critical elementof the LRTL is its flexible, configurableprotocolstack[9]. All
of the processingperformedin the constructionof methodcalls at the senderandin
handlingthemat the recipientis configuredusinga flexible, event-basedmodel.This
featuremakesit especiallyconvenientfor tool buildersto providedrop-inprotocollay-
ersfor Legion objects.For example,addingmessageprivacy througha cryptographic
protocolis simplyamatterof registeringtheappropriatemessageprocessingeventhan-
dlersinto theLegionprotocolstack—theaddedserviceis transparentto theapplication
developer.

Core Objects Within the Legion object model we definethe interfacesto a set of
basicclassesthat arefundamentalto the operationof the systemandthat supportthe
implementationof theobjectmodelitself.

Host Objects in Legion representprocessingresources.Whena Legion object is
activated,it is aHostObjectthatactuallycreatesaprocessto containthenewly activated
object.1 TheHostObjectthuscontrolsaccessto its processingresourceandcanenforce
local policies,e.g.,ensuringthat a userdoesnot consumemoreprocessingtime than
allotted.

Vault Objects in Legion representstablestorageavailable within the systemfor
containingOPRs.JustasHostObjectsarethemanagersof activeLegionobjects,Vault
Objectsare the managersof inert Legion objects.For example,Vaults are the point
of accesscontrol to storageresources,and can enforcepolicies suchas file system
allocations.

HostsandVaultsprovide the systemwith interfacesto processingandstoragere-
sources.Theuseof theseinterfacesis encapsulatedby Class Manager Objects.2 Class

1 In someenvironments,the Host Objectmay enterthe objectasa new job to run in a queue
managementsystem,but this differenceis transparentto therestof Legion.

2 In many of thecitedLegionreferences,ClassManagerObjectsarereferredto simplyas“Class
Objects.”



Managersareresponsiblefor managingtheplacement,activation,anddeactivationof a
setof objects,or instances, of agivenclass.They provideacentralmechanismfor spec-
ifying policy for asetof likeobjects.Policiessetby theClassManagerincludedefining
whichimplementationsarevalid for instances,whichhostsaresuitablefor executionof
instances,whichusersmaycreatenew instances,andsoon.In additionto settingpolicy
for instances,ClassManagersserveaslocationauthoritiesfor instances,supportingthe
binding of object ids to low-level objectaddresses(typically an IP addressplus port
number).

A critical aspectof theLegion coreobjectclassesis thatthey defineinterfaces,not
implementations.The Legion softwaredistribution providesa numberof default ref-
erenceimplementationsof eachcoreobjecttype,but themodelexplicitly enablesand
encouragestheconfiguration,extension,andevenreplacementof local coreobjectim-
plementationsto suitsite-anduser-specificrequirements.For example,by replacingthe
implementationof theHostObject,a sitecandefinearbitrarymechanismsandpolicies
for theusageof theircomputationalresources.

3 Security Featuresin Legion

TheLegionarchitectureis thecritical foundationfor satisfyingtheflexibility ,autonomy,
andbreadthgoalsfor our metacomputingsecuritymodel.We now considerhow those
goalsaremetin thecurrentsystemimplementation.

Identity In Legion,everyobjectis identifiedby aunique,location-independentLegion
Object Identifier, or LOID. LOIDs consistof a variablenumberof binary fields. As
a default Legion securitypractice,we useoneof the LOID fields to storean X.509
certificateincluding(ataminimum)anRSApublickey. By includinganobject’spublic
key in its LOID, we make it easyfor otherobjectsto encryptcommunicationsto that
object or to verify messagessignedby it. Objectscan just extract the key from the
LOID, ratherthanlookingit upin someseparatedatabase,whicheliminatessomekinds
of publickey tampering.

Usersin Legion also have LOIDs. A usercreateshis own LOID, which is then
registeredwith thesystemandenteredin appropriatesystemgroupsandaccesscontrol
listsby resourceproviders.Whenanobjectmakesacall onbehalfof theuser, theuser’s
LOID andassociatedcredentialsprovidethebasisfor authenticationandauthorization.
Theownershipof a user’s LOID residesin theuser’s uniqueknowledgeof theprivate
key thatis pairedwith it. Theprivatekey is keptencryptedon disk,on a smartcard,or
in someothersafeplace.

For a resource,theessentialstepin decidingwhetherto grantanaccessrequestis
to determinethe identity of the caller. If a usercommunicatesdirectly with the target
object,hecanestablishhisidentityrelativelyeasilywith anauthenticationprotocol.In a
distributedobjectsystem,however, theusertypically accessesresourcesindirectly, and
objectsneedto beableto performactionson his behalf.To transfertheuser’s identity
in Legion,we issuecredentials to objects.A credentialis a list of rightsgrantedby the
credential’s maker, normally theuseror his proxy. A credentialis passedthroughcall
chains,and is presentedto a resourceto gain access.The resourcechecksthe rights



in thecredentialandwho themaker is, andusesthat informationin decidingto grant
access.

Therearetwo maintypesof credentialsin Legion:delegated credentials andbearer
credentials. A delegatedcredentialspecifiesexactly who is grantedthe listed rights,
whereassimplepossessionof a bearercredentialgrantsthe rights listed within it. A
credentialspecifiestheperiodfor which it is valid, who is allowedto usethecredential,
andwhichmethodcallsit canbeusedfor. Thecredentialalsoincludestheidentityand
digital signatureof its maker.

Toolsor commandsdirectlyexecutedby theusercreatethecredentialsthey needto
carryout their actions.Thecredentialsaremadeasspecificaspossibleto avoid unnec-
essarydispersionof authority. Shorttimeoutsin credentials,coupledwith user-specific
Refresh Objects thatcanrevalidateexpiredcredentials,permitavarietyof recoverytac-
tics if a credentialor userkey is stolen.Additional detailsconcerningcredentialsand
credentialrefreshcanbefoundin [2].

AccessControl In Legion, accessis definedas the ability to call a methodon an
object.Theobjectmayrepresentafile, aLegionservice,adevice,or any otherresource.
Accesscontrol is not centralizedin any onepartof the Legion system.Eachobjectis
responsiblefor enforcingits own accesscontrol policy. It may collaboratewith other
objectsin makinganaccessdecision,andindeed,thisallowsanadministratorto control
policy for multipleobjectsfrom asinglepoint.TheLegionarchitecturedoesnotrequire
this,however.

Thegeneralmodelfor accesscontrol is thateachmethodcall receivedat anobject
passesthrougha MayI layer beforebeing serviced.MayI is definedon a per-object
basis,andis specifiedasan event in the configurableLRTL protocolstack[9]. MayI
decideswhetherto grantaccessaccordingto whatever policy it implements.If access
is denied,theobjectwill respondwith anappropriatesecurityexception.

MayI canbe implementedin multiple ways.Thedefault LRTL MayI implementa-
tion is basedon accesscontrol lists andcredentialchecking.In this MayI, allow and
deny accesscontrol lists containinguserandgroupLOIDs canbe specifiedfor each
methodin an object. When a methodcall is received, the credentialsit carriesare
checked by MayI andcomparedagainstthe accesscontrol lists. Multiple credentials
canbecarriedin acall; checkingcontinuesuntil oneprovidesaccess.

The form of accesscontrol provided by the default MayI is sufficient for some
kindsof objects,suchasfile objects,but not for others.TheLRTL configurable,event-
basedprotocolstackmakesit easyto replaceor supplementthedefaultMayI with extra
functionality. Furthermore,thedefault MayI itself is relatively simpleto modify if, for
example,new forms of credentialsor different kinds of accesscontrol lists must be
supported.With theLegion securityarchitecture,thesetypesof changescanbe made
on a local basiswithout affectingotherpartsof a Legionsystem.

CommunicationPrivacyand Integrity Encryptionandintegrity servicesareprovided
at the level of Legion messages.Whena Legion messageis preparedfor sending,an
eventhandlerthatimplementsamessagesecuritylayeris triggered.This layerinspects
theimplicit parametersaccompanyingamessageto determinewhichsecurityfunctions



to apply. In thecurrentLRTL, amessagemaybesentwith nosecurity, in private mode,
or in protected mode. In both private and protectedmodes,certainkey elementsof
a message(e.g.,any containedcredentials)areencryptedusingthe public key of the
recipient.The functionaldifferencebetweenthe two modesis in how the restof the
messageis treated.In privatemodeit is encrypted,whereasin protectedmodeonly a
digestis generatedto provide an integrity guarantee.Unlessprivatemodeis already
on, protectedmodeis selectedautomaticallyif a messagecontainscredentials.This is
a failsafemeasureto preventcredentialsfrom beingtransmittedin theclear. Detailsof
theencryptionmechanismscanbefoundin [2].

Becausethe modein useis storedin implicit parameters,it propagatesthrough
call chains.For example,a usercanselectprivatemodewhencalling an object.All
subsequentcalls madeby objectson behalf of the userwill also useprivate mode.
The default securitylayer doesnot provide mutualauthentication.The sendercanbe
assuredof theidentity of therecipient,becauseonly thedesiredrecipientcanreadthe
encryptedpartsof themessage.Therecipientusuallydoesn’t carewhotheactualsender
is; its decisionsarebasedsolelyon thecredentialsthatarrivedin themessage.

Object Managementand Isolation The managementof active andinert objectsby
Legion coreobjectsis an importantpoint of local securitymechanismandpolicy in
Legion.Fundamentally, Legion softwarerunson existing operatingsystemswith their
own securitypolicies.It is thereforecritical that the implementationof theLegion ob-
jectmodelensurethatextra-Legionmechanismscannotbeusedto subverthigher-level
securitymechanisms.Similarly, it is importantto ensurethat Legion doesnot break
local securitypolicies at a site. A local systemadministratoris generallyconcerned
with who cancreateprocesseson his systemvia Legion,whatthoseprocessescando,
andwho paysfor their resourceuse.On Legion’s side,thereis a needto preventuser
objectsfrom interferingwith oneanotheror with coresystemobjects(e.g.,Hostsand
Vaults),andto maintaintheprivacy of persistentstate(OPRs).Thelatteris particularly
significantbecauseobjectsstoretheir privatekeys in theirOPRs.

Theneedsof Legion arecommonto any multi-useroperatingsystem,andour ap-
proachto providing themis to leverageoff of existing operatingsystemservices.Our
generalstrategy for isolatingobjectsfrom oneanotherin thedefaultLegion implemen-
tation is to useseparateaccountsto executedifferentuserobjects.Similarly, we use
localaccountsandstoragesystemprotectionsto protectOPRs.

Accountsthat can be usedfor thesepurposesfall into two categories.For those
Legion userswho happento have accountson the local system,processesandstorage
that representthe user’s objectscanbe ownedby the user’s local account.For other
users,we supporttheuseof a pool of genericaccountsthataredesignatedfor Legion
use.Thegenericaccountsusuallyhave minimal permissions(e.g.,no homedirectory,
nogroupmemberships,etc.).ThelocalHostandVaultObjectsusetheirown dedicated
localaccountsto ensureisolationfrom otheruserobjects.

Weencapsulatetheprivilegedoperationsnecessaryfor thispolicy in aProcess Con-
trol Daemon (PCD)thatexecuteson thehost,providing servicesto theHostandVault
in a controlledfashion.ThePCDis a small,easilyvettedprogramthat runswith root
permissions.It is configuredonly to allow accessby theuseraccountonwhichtheHost



andVaultObjectsarerunning.Its key functionsarerecursivechangeownershipof adi-
rectory, processcreationunderadesignatedaccount,andprocesstermination.ThePCD
limits the user-ids to which theseoperationscanbeappliedto a setconfiguredby the
localsystemadministrator. ThesetincludesthegenericLegionaccountsandpotentially
theaccountsof local Legionusers.

Alternatively, a local sitepolicy mayrequirethatKerberosbeusedto authenticate
accessto all local useraccounts.Dependingon the local Kerberosconfiguration,the
HostObjectcanuseforwardedKerberoscredentials,entriesin users’Kerberosautho-
rizationfiles, or callbacksto usercredentialproxiesto startobjectson theappropriate
accounts.Thepoint is not how this is done,but thatit canbedone:Legioncanadaptto
a largerangeof securitystandardsasnecessary.

4 Policy Examples

Although Legion’s flexibility allows the implementationof a wide variety of security
mechanisms,applicationdevelopersandsiteadministratorstypically have higher-level
policy specificationsin mind whenusingsoftware.The particularunderlyingmecha-
nismsarelessimportant,aslong asthe usercanbe assuredthat high-level policy re-
quirementsarebeingmet.In this section,we considerillustrative examplesof how the
Legion systemarchitectureandexisting Legion toolscanbeorganizedto meetsample
siteandapplicationpolicies.

Site Isolation A Legion systemcanconsistof multiple domains,eachpossiblyin a
different organizationor trust domain.Systemadministratorscontributing resources
to a largermetasystemtypically requirecertainsite-isolationproperties.For example,
considera site that makesresourcesavailable to Legion, and is managedby a given
local Legion administrator, who we will call Admin. A reasonablepolicy is that no
matterhow subvertedany externalsitesin theLegionsystemmightbe,no intrudercan
invokemethodson localLegion resourcesasAdmin. Sucha policy is clearlydesirable
sinceAdmin is likely to have administrative controlover critical local resources:who
canusewhich machine,andfor how long; who canaccesswhich locally storedOPRs;
etc.Theability to invoke methodsasAdmin is tantamountto completecontrolof the
localLegionsoftware.

Thedesiredisolationpolicy canbe achievedthrougha numberof straightforward
safeguardsenabledby the Legion framework. First and foremost,all of the coreob-
jectsmanagingthelocal siteshouldbestartedandconfiguredby Admin. This isolated
domainstartupavoidsany externaltrustdependencieson outsidesystems.However, to
achievethedesiredfunctionalityof ametacomputer, thelocaldomainwill beconnected
to somesetof externalLegion domains.After this link to theexternal(anduntrusted)
systemis made,Admin mustensurethat no messagescontaininghis credentialsare
sentto off-siteobjects,asasubvertedor maliciousexternalsitecouldthenuseAdmin’s
credentialsto breakthe isolationpolicy. However, simply statingthat Admin should
not passcredentialsoff-site is not good enough—Adminmight make a simple mis-
takethatcouldbreakthepolicy, sowewould likeautomatedenforcementof thissafety
measure.Suchautomatedenforcementis easyin Legion:Admin simply usesa version



of theLRTL in which theprotocolstackis configuredwith anextra eventhandlerfor
themessage-sendevent.If amessageis inadvertentlydirectedoff-sitewhile containing
Admin credentials,the messageis blockedandthe event handlerraisesan exception.
With this simplemodificationto Admin’s Legion environment,hecanbeassuredthat
his credentialswill not bedispersedto untrustworthyoff-siteobjects.

Ensuringthat Admin doesnot communicatewith off-site objectshasa desirable
secondaryeffect.SinceAdmin cannotcommunicatewith external,untrustworthysites,
he cannotplacecritical objectson resourcesat thesesites.This benefitextendsto an
arrayof potentiallycritical, but not necessarilyobvious,resources.For example,sup-
poseAdmin maintainsa local GroupObjectlisting thesetof usersthatareallowedto
startobjectson local resources.If this objectwereallowed to executeon an untrust-
worthy site, its contentscould be modifiedby a maliciousresourceowner, and local
site-resourceusagepolicy couldbebroken.

The two mechanismsdescribedabove, in combinationwith carefully configured
accesscontrolfor local coreobjectssuchasHosts,Vaults,andcritical ClassManagers,
ensurethatthedesiredisolationpolicy will bemet.Off-siteobjectswill neitherbeable
to generatenor steallocalAdmin’scredentials.Externalcallerswill bepreventedfrom
invoking unauthorizedmethodson local critical resources,ensuringthat local access
control is not tamperedwith, local resourceusagepoliciesarenot modified,andthat
securityfailuresin otherdomainsdo not haveseriousconsequencesfor thelocal site.

Site-Wide Required AccessControl The Legion accesscontrol modelaspresented
in Section2 is basedon the assumptionthat userswill configureaccesscontrol for
their own objects.This conceptaddsa powerful level of flexibility to thesystem—for
example,it makesarbitraryresourceaccesspoliciespossible.However, on first exam-
ination it appearsto relinquishthe ability for a systemadministratorto setsite-wide
policiesaboutaccesscontrol for userobjects.For example,the default Legion access
control configurationdoesnot grant the administratorfor a Legion domainaccessto
other users’objectswithin the domain—thereis no root userwho can readany file
or useany programin thedomain.Suchlack of ability to configureglobal,site-wide,
mandatoryaccesscontrol policies may be unacceptableat somesites.However, the
flexibility of theLegionarchitectureallowsusto addressthis issuein astraightforward
fashionusingexisting tools.

As an exampleof a site-wideaccesscontrol policy, we considerthe problemof
prohibitingaccessto filesby outsideusers.TheLegionsystemdefinesa basicFile Ob-
ject that canbe usedto representa file in the system.Accesscontrol for the normal
Legion File Objectis basedon the default Legion MayI mechanism,which placesno
restrictionson whatLOIDs (i.e., whatusers)maybeplacedon accesscontrol lists.To
enforcethepolicy thatfiles maynot beaccessedby outsideusers,we effectively want
a way to control which LOIDs may be placedon the ACL for local file objects.We
canachieve this policy usingthepowerof local HostObjectsto controlaccessto local
resources.The Host Objectsat the site (which areownedandcontrolledby the local
administrator)area point of resourceaccesspolicy—they definewhich typesof ob-
jectsmayrun at thesite.Usingthis feature,thesiteadministratorcanstrictly limit the
classesof objectsthatmayrun at thesite.In particular, theallowablesetof classescan



belimited to thosethatareapprovedby thesystemadministrator. Thelist of allowable
classescanbeconfiguredto only includefile objectswith analternateMayI layer—an
extendedversionof thedefault ACL mechanismthatalsoverifiesthatallowedLOIDs
arein a well-known groupcontainingonly the local siteusers.Giventhis simplecon-
figuration,thesiteadministratorcanensurethatfiles arenot inadvertentlyexportedto
outsideusersthroughLegion.Furthermore,thisapproachgeneralizesto othersite-wide
accesscontrolrestrictions,andothersimilar site-widepolicy enforcementproblems.

Fir ewalls Firewalls area simple fact of life at many security-consciousinstitutions.
Whilefirewallsarenotaddressedexplicitly in theLegionmodel,theLegionarchitecture
is sufficiently flexible to accommodatefirewalls with ease.As is typical in firewall
situations,a proxy on the firewall hostis the naturalsolution.However, the ability to
usecustomversionsof the Legion coreobjects,andtheflexible protocolstackmodel
of the LRTL, allow proxy-basedsolutionsto be employed in Legion in an especially
straightforward,user-transparentway.

Objectsstartedonhostsbehinda firewall automaticallyhavea ProxyObjecton the
firewall hostassignedto themby their Host Object (in somecases,eachusermight
desiretheirown proxyobject;in othercases,asharedproxyobjectis acceptable;either
model is simple to support).The objectaddressfor a newly activatedobjectbehind
the firewall that is reportedto the object’s ClassManageris actually the addressfor
theProxyObject—whencallersof theobjectbind its LOID to anobjectaddress,they
will begiventheaddressof theProxyObject.TheProxyObjectthenactsasa simple
reflector, forwardingany received messagesto their intendeddestinationsbehindthe
firewall. Useof the Proxy Object to forward outboundmessagesfrom callersbehind
the firewall is automatedby a transparentadd-inevent handlerin the LRTL protocol
stack.

Resource SelectionPolicy In principle,a userof a metacomputershouldn’t needto
carewhich resourcesareusedto executehis jobs.In practice,however, thetrustworthi-
nessof theresourcesthatareselectedfor certainapplicationsis of critical interestto the
user. Policiesregardingwhich resourcesmay be usedto executeobjectsarelogically
localizedwithin the ClassManagersof a user’s object classes.In principle, any site
selectionpolicy canbeencodedin auser’sClassManagerObjects,giving theusertotal
controlover theselectionanduseof trustworthysites.

Although this problemis solved cleanly at the architecturallevel in Legion, we
deemedthis issueof site selectionfor applicationusersimportantenoughto warrant
specialfeaturesin thedefaultClassManagerObjectreferenceimplementations.All de-
fault ClassManagersin Legion checkfor certainimplicit parametersthatcanbeused
to limit resourceselection.By settingtheseimplicit parametersin his Legion environ-
ment(usingaprovidedtool), theusercanconfigurearesourceselectionpolicy thatwill
propagateto all “createinstance”methodscalledon ClassManagerobjectson behalf
of the user. Of course,the architecturalprinciple that userscanencodeany resource
selectionpolicy they wish in their own ClassManagerimplementationsstill holds;in
fact,aconvenientmodelfor suchcustomizationis supportedby thedefaultClassMan-
ager’s ability to beconfiguredto useanexternalScheduler Object with a well-known



interface.However, in the commoncase,wherea usercangeneratea list of sitesthat
hedeemstrustworthy andindicatethis in his environment,thedefault implementation
providesthemechanismto implementaneffectiveresourceselectionpolicy.

5 RelatedWork

Two projectsthatincorporatesecurityinto large-scaledistributedcomputingplatforms
areGlobusandWebOS.Globus[3] is a “bagof services”modelfor metacomputing,in
contrastto Legion’s integratedenvironmentapproach.TheGlobusSecurityInfrastruc-
ture is a singlesign-onauthenticationsystemthat is deployedat eachsite in a Globus
network. DifferentunderlyingauthenticationprotocolssuchasKerberosandSSLmay
bepluggedinto the infrastructurevia GSS-APImodules.A local Globussiteusesthe
authenticationinformation it receivesin a requestto make authorizationdecisions;it
canalsocall backto a user’sproxy to confirmtherequest.

The Globus SecurityInfrastructureessentiallyfocuseson one componentof the
overall metacomputingsecurityproblem.Legion,with its “network operatingsystem”
perspective,addressesbroaderissuesthatallow thedevelopmentof sophisticatedsecu-
rity policiesto managemetacomputerresources,asdescribedin Section4. TheLegion
architecturefundamentallypermitsgreaterautonomyandflexibility in the choiceof
securitytechnologiesand approaches.Globus doesaddressan importantpart of the
metacomputingsecuritypuzzle,however, andit couldbechosenasanalternatemech-
anismto thecurrentRSA approachfor implementingidentity andintegrity in a Legion
system.

CRISIS[1] is the securityarchitecturefor WebOS.WebOSis fundamentallydif-
ferentfrom Legion in termsof thebasicservicesprovided.WebOSprovidesa single,
traditionalfile systemanda fixed interfacefor authenticatedremoteprocesscreation.
CRISISdefinescareful,effective securitypolicies for thesebasicservices.However,
the CRISISsolutiondoesnot provide a meansfor easilydevelopingsecuritypolicies
for new mechanismsas they are addedto WebOS,nor doesit provide a meansfor
modifying thesecuritypoliciessupportedfor theexistingservices.

Two otherprojectsrelatedto securityefforts in Legion,althoughnot with thefocus
onmetasystems,areJavaandCORBA. Thecomputationalmodelof Java[4] (JDK 1.2)
requiresidentity and authenticationin order to executedigitally signedcodedown-
loadedfrom a remotesite.TheJDK providesper-class(or per-application)protection
domains.However, it differssignificantlyfrom Legionin its lackof supportfor per-site
securitymechanisms,delegation,anduserauthentication.

Thesecuritymodelof CORBA [8] encompassesidentificationandauthentication,
authorizationandaccesscontrol,auditing,securityof communication,non-repudiation,
andsecurityinformationadministration.Typically, anORBvendorimplementsCORBA
securityusingexistingtechnologysuchasGSS-API,Kerberos,andSESAME.Many of
thegoalsof theCORBA securitymodelaresimilar to thegoalsof theLegion security
model,includingsimplicity, scalability, usability, andflexibility . However, CORBA is
not a metacomputingsystem—itdoesnot constructanoperatingsystem-like environ-
mentusingunderlyingdistributedresources.Giventhisfundamentaldifferencein target
use,CORBA doesnot addressthemetacomputingsecurityproblem.



6 Conclusions

We have presentedthe basicsecurityarchitectureof the Legion system,andwe have
demonstratedthatour designis sufficiently flexible to accommodatea wide varietyof
security-relatedmechanisms.Thisflexibility is critical to thesuccessfuldeploymentand
useof metacomputingsoftware.One-size-fits-allsoftwaredictatedby a singlegroup
will neversatisfytherequirementsof thewiderangeof usersandresourceprovidersin a
large-scale,cross-domainenvironment.Wehavealsodemonstratedthatflexibility does
notcomeatthepriceof completelackof control.Within theflexible Legionframework,
weshowedhow anumberof importantsite-wideandapplication-widesecuritypolicies
couldbeachieved.Naturally, thesetof policiespresentedis only asmallfractionof the
policiesthatwill beneededacrossthecompleteLegionenvironment.

TheLegionsystem,includingthesecurityfeaturesdescribedhere,is currentlypub-
licly available.It is widely deployedon hundredsof machinesat dozensof sitesspan-
ningmultipletrustdomains.Key portionsof thesoftware,suchasthePCDdescribedin
Section2, have beenvettedandapprovedby systemadministratorsat sitessuchasthe
SanDiego SupercomputingCenterandthe US Naval OceanographicOffice (NAVO).
In thefuture,weplanto continuedeploymentof Legion,developingadditionalmecha-
nismandadaptingto new site-localpoliciesasrequired.We arealsoin theprocessof
measuringtheperformanceimpactof key Legionsecuritymechanisms.
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