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Abstract. A metacomputingrvironmentis a collectionof geographicallydis-
tributed resourcegpeople,computersdevices, databasesyonnectedoy oneor
more high-speedetworks, andpotentiallyspanningmultiple administratve do-
mains.Securityis an essentiapart of metasystendesign—nhigh-leel resources
and servicesdefinedby the metacomputemustbe protectedfrom one another
andfrom corruptedunderlyingresourcesand underlyingresourcesnust min-
imize their vulnerability to attacksfrom the metacomputetevel. We present
the Legion securityarchitecturea flexible, adaptabldramework for solvingthe
metacomputingsecurityproblem.We demonstratehat this framework is suffi-
cientlyflexible to implementawide rangeof securitymechanismandhigh-level
policies.

1 Intr oduction

Legion [5, 6] is a distributedcomputingplatformfor combiningvery large collections
of independentlyadministerednachinesnto single,coherenervironmentsLik e atra-
ditional operatingsystem Legion providescorvenientuserabstractionsservicesand
policy enforcemenmechanism®ver a diversesetof lower-level resourcesThe dif-
ferenceis thatin Legion, theseresourcesnay consistof thousandf heterogeneous
processorsstoragesystemsdatabasedegag/ codes,anduserobjects,all distributed
over wide-areanetworks spanningmultiple administratve domains.Legion provides
themeando pull thesescatteredcomponentsogetheiinto a single,object-basedneta-
computer thataccommodateBigh degreesof flexibility andsiteautonomy

Securityis an essentialpart of the Legion design.In a metacomputingenviron-
ment, the securityproblemcanbe divided into two main concerns(1) protectingthe
metacomputeshigh-level resourcesservicesanduserdrom eachotherandfrom cor
ruptedunderlyingresourcesand(2) preservinghe securitypoliciesof the underlying
resourceghatform the foundationof the metacomputeand minimizing their vulner
ability to attacksfrom the metacomputetevel. For example,restrictingwho is able
to configurea metacomputewide schedulingservicewould fall in the first category.
Its solution requiresmetacomputespecificdefinitionsof identity, authorization,and
accesscontrol. Meanwhile,enforcinga policy that permitsonly thosemetacomputer
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userswho have local accountgo run jobson a givenhostfalls in the secondcategory.
Its solutionmight requirea mapbetweenocal identitiesand verifiable metacomputer
identities.

To satisfy usersand administratorsa full securitysolutionmustaddressandrec-
oncile both of thesesecurityconcernsUsersmusthave confidencethat the dataand
computationghey createwithin the metacomputeare adequatelyprotected Admin-
istratorsneedassurancethat by addingtheir resourceso a metacomputefand thus
makingthoseresourcesnoreaccessibl@andvaluableto users)they arenot alsointro-
ducingunreasonablsecurityvulnerabilitiesinto their systems.

Attemptingto incorporatesecurityasanadd-onlatein theimplementatiorprocess
hasbeenproblematicin a numberof first-generatiormetacomputingystemssuchas
PVM, MPI, and Mentat. To avoid this pitfall, the Legion group hasaddressedecu-
rity issuessincethe earliestdesignphase$10]. Our metacomputingecuritymodelhas
threeinterrelateddesigngoals:flexibility, autonomyandbreadth Flexibility demands
that the framework be adaptableo mary differentsecuritypolicies and allow multi-
ple policiesto coexist. Autonomy is essentiako that organizationsand userswithin a
metacomputingernvironmentcan selectand enforcetheir desiredsecuritypoliciesin-
dependentlyFinally, breadth refersto the ability of the metacomputes architectural
framawork to enablea rich setof securitypolicy features.

Thesegoalsarestronglydrivenby ourview thatafundamentatapabilityof ameta-
computers its ability to scaleover andacrosamultiple trustdomains A Legion “sys-
tem” is really a federationof meta-andlower-level resourcegrom multiple domains,
eachwith its own separatelyevaluatedand enforcedsecuritypolicies. As such,there
is no centralkernelor trustedcodebasethat can monitor and control all interactions
betweerusersandresourcesNor is therethe concepof a superusernoonepersonor
entity controlsall of theresourcesn aLegion system.

If it is to satisfya broadrangeof securityneedsour architecturemustallow the
implementatiorof a numberof differentsecurityfeaturesTheseinclude

—Isolation — Detectionandrecovery
— Accesscontrolfor resources — Communicatiorprivacy andintegrity
— Identity of principals — Integrationwith standardnechanisms

The first point, isolation, refersto the ability of componentsn the metacomputeto
insulatethemselesfrom securitybreachesn otherpartsof the systemThis featureis
particularlyimportantin large Legion networks, wherewe mustgenerallyassumehat
atleastsomeunderlyinghostshave beencompromisedr may evenbe malicious.

In this paperwe elaboratea metacomputingrchitecturebasedon our designgoals
thataddresseboth partsof themetacomputingecurityproblem.In our discussionyve
presentxamplesof mechanismsve have designeddr implementedwithin the archi-
tecturethatenablea numberof usefulsecuritypolicies,andprovide examplesof those
policies.

2 Architectural Support for Security

Legion is composedf independentactive objects.All entitiesof interestwithin the
system—processingesourcesstorageusers etc.—arerepresentedly objects[7]. Le-



gion objectscommunicatevia asynchronoumethodcalls supportedby an underlying
messag@assingsystem Eachmethodcall containsactualparametersindan optional
setof implicit parameters, metadatahatis availableto called objects.Objectsarein-
stance®f classeshatdefinetheirinterface whichis requiredto be a supersebf a min-
imal object-mandatory interface.Object-mandatorynethodsncludefunctionssuchas
aninterfacequeryandmethodgo implementobjectpersistence.
Legionobjectsarepersistentandaredefinedto bein oneof two statesactive or in-
ert. Whenanobjectis active, it is hostedwithin its own runningprocessandcanservice
methodcalls. Whenan objectis inert, its state(calledits ObjectPersistenRepresen-
tation, or OPR)is presered on a storagedevice managedvithin the system.Objects
implementinternalmethodgo storeandrecovertheir dynamicstate.

Legion Runtime Library The implementationof Legion objectsis supportedby a
Legion Runtime Library (LRTL) interface.The LRTL definestheinterfacesto services
suchas messageassing,objectcontrol (e.g., creation,location, deletion),and other
basicrequiredmechanisms.

A critical elementof the LRTL is its flexible, configurableprotocolstack[9]. All
of the processingperformedin the constructionof methodcalls at the senderandin
handlingthemat the recipientis configuredusinga flexible, event-basednodel. This
featuremalesit especiallycornvenientfor tool buildersto provide drop-inprotocollay-
ersfor Legion objects.For example,addingmessag@rivacy througha cryptographic
protocolis simply amatterof registeringtheappropriatenessag@rocessingventhan-
dlersinto the Legion protocolstack—theaddedserviceis transparento the application
developer

Core Objects Within the Legion object model we definethe interfacesto a set of
basicclasseghat arefundamentato the operationof the systemandthat supportthe
implementatiorof the objectmodelitself.

Host Objects in Legion represenprocessingesourcesWhena Legion objectis
activated,t is aHostObjectthatactuallycreates processo containthenewly activated
object! TheHostObjectthuscontrolsaccesso its processingesourceandcanenforce
local policies, e.g.,ensuringthat a userdoesnot consumemore processingime than
allotted.

Vault Objects in Legion representtable storageavailable within the systemfor
containingOPRs.JustasHostObjectsarethe managersf active Legion objects,Vault
Objectsare the managerf inert Legion objects.For example, Vaults are the point
of accesscontrol to storageresourcesand can enforcepolicies suchas file system
allocations.

Hostsand Vaults provide the systemwith interfacesto processingandstoragere-
sourcesThe useof theseinterfacesis encapsulatetly Class Manager Objects.? Class

! In someenvironments,the Host Objectmay enterthe objectasa new job to runin a queue
managemergystem put this differenceis transparento therestof Legion.

2 In mary of thecitedLegionreferencesClassManagetObjectsarereferredto simply as“Class
Objects.



Managersareresponsibldor managingheplacementactivation,anddeactvationof a
setof objects orinstances, of agivenclass.They provide a centralmechanisnior spec-
ifying policy for asetof like objects Policiessetby the ClassManageiincludedefining
whichimplementationsirevalid for instanceswhich hostsaresuitablefor executionof
instanceswhichusersamaycreatenew instancesandsoon. In additionto settingpolicy
for instancesClassManagersene aslocationauthoritiesfor instancessupportinghe
binding of objectids to low-level objectaddressestypically an IP addreslus port
number).

A critical aspecbf the Legion coreobjectclassess thatthey defineinterfacesnot
implementationsThe Legion software distribution providesa numberof default ref-
erencemplementation®f eachcore objecttype, but the modelexplicitly enablesand
encouragethe configuration extension,andevenreplacementf local coreobjectim-
plementationso suitsite-anduserspecificrequirements-or example by replacingthe
implementatiorof the Host Object,a site candefinearbitrarymechanismandpolicies
for theusageof their computationatesources.

3 Security Featuresin Legion

ThelLegionarchitectures thecritical foundationfor satisfyingtheflexibility , autonomy
andbreadthgoalsfor our metacomputingecuritymodel.We now considerthow those
goalsaremetin thecurrentsystemmplementation.

Identity In Legion,everyobjectis identifiedby aunique,location-independeritegion
Objectldentifier, or LOID. LOIDs consistof a variablenumberof binary fields. As
a default Legion security practice,we useone of the LOID fields to storean X.509
certificateincluding(ataminimum)anRSA publickey. By includinganobject’s public
key in its LOID, we make it easyfor otherobjectsto encryptcommunicationgo that
objector to verify messagesignedby it. Objectscan just extract the key from the
LOID, ratherthanlookingit upin someseparateatabaseyhich eliminatessomekinds
of public key tampering.

Usersin Legion also have LOIDs. A usercreateshis own LOID, which is then
registeredwith the systemandenteredn appropriatesystemgroupsandaccessontrol
listsby resourceproviders.Whenanobjectmakesa call on behalfof theuser theusers
LOID andassociatedredentialprovide thebasisfor authenticatiormndauthorization.
The ownershipof a users LOID residesn the users uniqueknowledgeof the private
key thatis pairedwith it. The privatekey is keptencryptedn disk, on a smartcard,or
in someothersafeplace.

For aresourcethe essentiabtepin decidingwhetherto grantan accessequests
to determinethe identity of the caller. If a usercommunicateglirectly with the target
object,hecanestablishhisidentity relatively easilywith anauthenticatioprotocol.In a
distributedobjectsystemhowever, theusertypically accessesesourcesndirectly, and
objectsneedto be ableto performactionson his behalf. To transferthe usersidentity
in Legion, we issuecredentials to objects.A credentiais alist of rightsgrantedby the
credentials maker, normally the useror his proxy. A credentialis passedhroughcall
chains,andis presentedo a resourceto gain accessThe resourcechecksthe rights



in the credentialandwho the malker is, andusesthat informationin decidingto grant
access.

Therearetwo maintypesof credentialsn Legion: delegated credentials andbearer
credentials. A delggatedcredentialspecifiesexactly who is grantedthe listed rights,
whereassimple possessiomf a bearercredentialgrantsthe rights listed within it. A
credentiakpecifiegheperiodfor whichit is valid, whoiis allowedto usethecredential,
andwhich methodcallsit canbeusedfor. Thecredentiaklsoincludestheidentity and
digital signatureof its malker.

Toolsor commandslirectly executedby the usercreatethe credentialthey needto
carryouttheir actions.The credentialsaremadeasspecificaspossibleto avoid unnec-
essarnydispersiorof authority Shorttimeoutsin credentialscoupledwith userspecific
Refresh Objectsthatcanrevalidateexpiredcredentialspermitavarietyof recoverytac-
ticsif a credentialor userkey is stolen.Additional detailsconcerningcredentialsand
credentiafrefreshcanbefoundin [2].

AccessControl In Legion, accesss definedas the ability to call a methodon an
object.Theobjectmayrepresenafile, aLegionserviceadevice,or ary otherresource.
Accesscontrolis not centralizedn ary onepart of the Legion system.Eachobjectis
responsibldor enforcingits own accesscontrol policy. It may collaboratewith other
objectsin makinganaccesslecisionandindeed thisallows anadministratoto control
policy for multiple objectsfrom asinglepoint. The Legionarchitectureloesnotrequire
this, however.

Thegeneraimodelfor accesgontrolis thateachmethodcall recevedat an object
passeghrougha Mayl layer beforebeing serviced.May!l is definedon a perobject
basis,andis specifiedasan eventin the configurableLRTL protocolstack[9]. Mayl
decideswhetherto grantaccessaccordingto whatever policy it implementslf access
is denied theobjectwill respondvith anappropriatesecurityexception.

Mayl canbeimplementedn multiple ways. The default LRTL Mayl implementa-
tion is basedon accessontrol lists and credentialchecking.In this Mayl, allow and
deny acceszontrol lists containinguserand group LOIDs can be specifiedfor each
methodin an object. When a methodcall is receved, the credentialsit carriesare
checled by Mayl and comparedagainstthe accesscontrol lists. Multiple credentials
canbecarriedin a call; checkingcontinuesuntil oneprovidesaccess.

The form of accesscontrol provided by the default Mayl is sufficient for some
kinds of objects suchasfile objects,but notfor others.The LRTL configurablegvent-
basedorotocolstackmakesit easyto replaceor supplementhedefaultMayl with extra
functionality. Furthermorethe default May! itself is relatively simpleto modify if, for
example,new forms of credentialsor differentkinds of accesscontrol lists must be
supportedWith the Legion securityarchitecturethesetypesof changesanbe made
on alocal basiswithout affectingotherpartsof a Legion system.

Communication Privacyand Integrity Encryptionandintegrity servicesareprovided
at the level of Legion messagesiVhena Legion messagés preparedor sending,an
eventhandlerthatimplementsa messagesecuritylayeris triggered.Thislayerinspects
theimplicit parameteraccompayging a messagéo determinewnhich securityfunctions



to apply. In thecurrentLRTL, amessagenaybesentwith no security in private mode,

or in protected mode. In both private and protectedmodes,certainkey elementsof

a messagéde.g.,ary containedcredentialsare encryptedusingthe public key of the
recipient. The functional differencebetweenthe two modesis in how the restof the
messageés treated.In privatemodeit is encryptedwhereasn protectedmodeonly a
digestis generatedo provide an integrity guaranteeUnlessprivate modeis already
on, protectedmodeis selectecautomaticallyif a messageontainscredentialsThisis

afailsafemeasurdo preventcredentialdrom beingtransmittedn the clear Detailsof

theencryptionmechanismsanbefoundin [2].

Becausethe modein useis storedin implicit parametersit propagateshrough
call chains.For example,a usercan selectprivate modewhen calling an object. All
subsequentalls madeby objectson behalf of the userwill also use private mode.
The default securitylayer doesnot provide mutual authenticationThe sendercanbe
assuredf theidentity of the recipient,becausenly the desiredrecipientcanreadthe
encryptedartsof themessageT herecipientusuallydoesnt carewhotheactualsender
is; its decisionsarebasedsolely on the credentialghatarrivedin themessage.

Object Managementand Isolation The managementf active andinert objectsby
Legion core objectsis an importantpoint of local securitymechanismand policy in
Legion. FundamentallylLegion softwarerunson existing operatingsystemswith their
own securitypolicies.lt is thereforecritical thatthe implementatiorof the Legion ob-
jectmodelensurehatextra-Legion mechanismsannotbe usedto sulverthigherlevel
securitymechanismsSimilarly, it is importantto ensurethat Legion doesnot break
local securitypolicies at a site. A local systemadministratoris generallyconcerned
with who cancreateprocessesn his systemvia Legion, whatthoseprocessesando,
andwho paysfor their resourcause.On Legion’s side,thereis a needto preventuser
objectsfrom interferingwith oneanotheror with core systemobjects(e.g.,Hostsand
Vaults),andto maintaintheprivacy of persistenstate(OPRs).Thelatteris particularly
significantbecaus@bjectsstoretheir privatekeysin their OPRs.

The needsof Legion arecommonto any multi-useroperatingsystemandour ap-
proachto providing themis to leverageoff of existing operatingsystemservicesOur
generaktratey for isolatingobjectsfrom oneanotherin thedefault Legionimplemen-
tation is to useseparateaccountsto executedifferentuserobjects.Similarly, we use
local accountsaandstoragesystemprotectiongo protectOPRs.

Accountsthat can be usedfor thesepurposedall into two cateyories.For those
Legion userswho happerto have accountson the local system processeandstorage
that representhe users objectscan be owned by the users local account.For other
userswe supportthe useof a pool of genericaccountghat aredesignatedor Legion
use.The genericaccountausuallyhave minimal permissionge.g.,no homedirectory
no groupmembershipsetc.). Thelocal HostandVault Objectsusetheir own dedicated
local accountgo ensurdsolationfrom otheruserobjects.

We encapsulateheprivilegedoperationsiecessarfor this policy in a Process Con-
trol Daemon (PCD)thatexecuteson the host,providing serviceso the HostandVault
in a controlledfashion.The PCDis a small, easilyvettedprogramthat runswith root
permissionslt is configuredonly to allow accesdy theuseraccounbnwhichtheHost



andVault Objectsarerunning.lts key functionsarerecursve changeownershipof a di-
rectory procesgreationunderadesignate@ccountandprocesgermination.ThePCD
limits the userids to which theseoperationscanbe appliedto a setconfiguredby the
local systemadministratorThesetincludesthegenerid_egionaccountandpotentially
theaccount®f local Legionusers.

Alternatively, a local site policy mayrequirethat Kerberoshe usedto authenticate
accesdo all local useraccountsDependingon the local Kerberosconfiguration the
Host ObjectcanuseforwardedKerberoscredentialsentriesin users’Kerberosautho-
rizationfiles, or callbacksto usercredentialproxiesto startobjectson the appropriate
accountsThepointis nothow thisis done,but thatit canbe done:Legion canadaptto
alargerangeof securitystandardsisnecessary

4 Policy Examples

Although Legion’s flexibility allows the implementatiorof a wide variety of security
mechanismsapplicationdevelopersandsite administratordypically have higherlevel
policy specificationsn mind whenusing software. The particularunderlyingmecha-
nismsarelessimportant,aslong asthe usercanbe assuredhat high-level policy re-
quirementsarebeingmet. In this sectionwe consideiillustrative examplesof how the
Legion systemarchitectureandexisting Legion tools canbe organizedto meetsample
siteandapplicationpolicies.

Site Isolation A Legion systemcan consistof multiple domains,eachpossiblyin a
different organizationor trust domain. Systemadministratorscontributing resources
to a larger metasystentypically requirecertainsite-isolationpropertiesFor example,
considera site that makesresourcesvailable to Legion, andis managecby a given
local Legion administrator who we will call Admin. A reasonablgolicy is that no
matterhow subvertedary externalsitesin the Legion systemmightbe,nointrudercan
invoke methodson local Legion resourcegsAdmin. Sucha policy is clearlydesirable
sinceAdmin is likely to have administratve control over critical local resourceswho
canusewhich machine andfor how long; who canaccessvhich locally storedOPRs;
etc. The ability to invoke methodsas Admin is tantamounto completecontrol of the
local Legion software.

The desiredisolationpolicy canbe achiezed througha numberof straightforvward
safguardsenabledby the Legion frameawork. First and foremost,all of the core ob-
jectsmanaginghe local site shouldbe startedandconfiguredoy Admin. Thisisolated
domainstartupavoidsary externaltrustdependenciesn outsidesystemsHowever, to
achievethedesiredunctionalityof ametacomputethelocaldomainwill beconnected
to somesetof externalLegion domains After this link to the external(anduntrusted)
systemis made,Admin mustensurethat no messagesontaininghis credentialsare
sentto off-site objects asa subvertedor maliciousexternalsite couldthenuseAdmin’s
credentialsto breakthe isolation policy. However, simply statingthat Admin should
not passcredentialsoff-site is not good enough—Adminmight make a simple mis-
take thatcouldbreakthepolicy, sowe would lik e automateanforcemenbof this safety
measureSuchautomatednforcements easyin Legion: Admin simply usesa version



of the LRTL in which the protocolstackis configuredwith an extra eventhandlerfor

themessage-semaent.If amessagés inadwertentlydirectedoff-site while containing
Admin credentialsthe messagés blocked andthe event handlerraisesan exception.
With this simple modificationto Admin’s Legion ernvironment,he canbe assuredhat
his credentialswill notbedispersedo untrustworthy off-site objects.

Ensuringthat Admin doesnot communicatewith off-site objectshasa desirable
secondangffect. SinceAdmin cannotcommunicatevith external,untrustworthy sites,
he cannotplacecritical objectson resourcest thesesites.This benefitextendsto an
array of potentiallycritical, but not necessarilyobvious, resourceskor example,sup-
poseAdmin maintainsa local Group Objectlisting the setof usersthatareallowedto
startobjectson local resourceslf this objectwere allowed to executeon an untrust-
worthy site, its contentscould be modified by a maliciousresourceowner, andlocal
site-resourceisagepolicy couldbebroken.

The two mechanismslescribedabore, in combinationwith carefully configured
accesgontrolfor local coreobjectssuchasHosts,Vaults,andcritical ClassManagers,
ensurehatthe desiredsolationpolicy will be met. Off-site objectswill neitherbeable
to generatanor steallocal Admin’s credentialsExternalcallerswill be preventedfrom
invoking unauthorizednethodson local critical resourcesensuringthat local access
controlis not tamperedwith, local resourceusagepoliciesare not modified,andthat
securityfailuresin otherdomainsdo not have seriousconsequencedsr thelocal site.

Site-Wide Required AccessControl The Legion accesscontrol modelas presented
in Section2 is basedon the assumptiorthat userswill configureaccesscontrol for
their own objects.This conceptaddsa powerful level of flexibility to the system—for
example,it makesarbitraryresourceaccespoliciespossible However, on first exam-
ination it appeardo relinquishthe ability for a systemadministratorto setsite-wide
policiesaboutaccessontrol for userobjects.For example,the default Legion access
control configurationdoesnot grantthe administratorfor a Legion domainaccesdo
other users’objectswithin the domain—therds no root userwho canreadary file
or useary programin the domain.Suchlack of ability to configureglobal, site-wide,
mandatoryaccesscontrol policies may be unacceptablat somesites. However, the
flexibility of the Legionarchitectureallows usto addresshisissuein a straightforward
fashionusingexistingtools.

As an exampleof a site-wideaccesscontrol policy, we considerthe problem of
prohibitingaccesgo files by outsideusers The Legion systemdefinesa basicFile Ob-
ject that canbe usedto represent file in the system.Accesscontrol for the normal
Legion File Objectis basedon the default Legion Mayl mechanismyvhich placesno
restrictionson whatLOIDs (i.e., whatusers)may be placedon accesgontrollists. To
enforcethe policy thatfiles may not be accessetby outsideuserswe effectively want
a way to controlwhich LOIDs may be placedon the ACL for local file objects.We
canachieve this policy usingthe power of local Host Objectsto controlaccesgo local
resourcesThe Host Objectsat the site (which are owned and controlledby the local
administrator)are a point of resourceaccesgolicy—they definewhich typesof ob-
jectsmayrun at the site. Using this feature the site administratorcanstrictly limit the
classe®f objectsthatmayrun atthesite.In particulay theallowablesetof classesan



belimited to thosethatareapprovedby the systemadministratorThelist of allowable
classesanbe configuredto only includefile objectswith analternateMayl layer—an
extendedversionof the default ACL mechanisnthatalsoverifiesthatallowed LOIDs
arein awell-known group containingonly the local site users.Giventhis simplecon-
figuration,the site administratorcanensurethatfiles arenot inadwertentlyexportedto
outsideusersthroughLegion. Furthermorethis approactgeneralizes$o othersite-wide
accesgontrolrestrictions andothersimilar site-widepolicy enforcemenproblems.

Firewalls Firewalls are a simplefact of life at mary security-consciougstitutions.
While firewallsarenotaddresseéxplicitly in theLegionmodel,thelLegionarchitecture
is sufficiently flexible to accommodatdirewalls with ease.As is typical in firewall
situations,a proxy on the firewall hostis the naturalsolution. However, the ability to
usecustomversionsof the Legion core objects,andthe flexible protocolstackmodel
of the LRTL, allow proxy-basedsolutionsto be employedin Legion in an especially
straightforvard,usertransparenivay.

Objectsstartedon hostsbehinda firewall automaticallyhave a Proxy Objectonthe
firewall hostassignedo them by their Host Object (in somecasesgachusermight
desiretheir own proxy object;in othercasesa sharedoroxy objectis acceptablegither
modelis simpleto support).The objectaddresgor a newly activatedobjectbehind
the firewall thatis reportedto the object’s ClassManageris actually the addresdor
the Proxy Object—whencallersof the objectbind its LOID to anobjectaddressthey
will be giventhe addresof the Proxy Object. The Proxy Objectthenactsasa simple
reflector forwardingary receved messageto their intendeddestinationsehindthe
firewall. Use of the Proxy Objectto forward outboundmessagefrom callersbehind
the firewall is automateddy a transparenadd-inevent handlerin the LRTL protocol
stack.

Resource SelectionPolicy In principle, a userof a metacomputeshouldnt needto
carewhichresourcesreusedto executehis jobs.In practice however, the trustworthi-
nessof theresourceshatareselectedor certainapplicationds of critical interestto the
user Policiesregardingwhich resourcesnay be usedto executeobjectsarelogically
localizedwithin the ClassManagersof a users objectclassesin principle, ary site
selectiorpolicy canbeencodedn a users ClassManagelObjects giving the usertotal
controloverthe selectionanduseof trustworthy sites.

Although this problemis solved cleanly at the architecturallevel in Legion, we
deemedhis issueof site selectionfor applicationusersimportantenoughto warrant
specialfeaturesn thedefault ClassManageObjectreferencamplementationsAll de-
fault ClassManagersn Legion checkfor certainimplicit parametershatcanbe used
to limit resourceselection By settingtheseimplicit parameterin his Legion erviron-
ment(usinga providedtool), theusercanconfigurearesourceselectionpolicy thatwill
propagateo all “createinstance’methodscalledon ClassManagerobjectson behalf
of the user Of course the architecturalprinciple that userscanencodeary resource
selectionpolicy they wish in their own ClassManagerimplementationstill holds;in
fact,a corvenientmodelfor suchcustomizatioris supportedy thedefault ClassMan-
agers ability to be configuredto usean external Scheduler Object with a well-known



interface.However, in the commoncase wherea usercangenerate list of sitesthat
he deemdrustworthy andindicatethis in his environment,the defaultimplementation
providesthe mechanismo implementan effective resourceselectionpolicy.

5 RelatedWork

Two projectsthatincorporatesecurityinto large-scalalistributedcomputingplatforms
areGlobusandWebOS Globus[3] is a“bag of services'modelfor metacomputingn
contrasto Legion’sintegratedenvironmentapproachThe Globus Securitylnfrastruc-
tureis a singlesign-onauthenticatiorsystemthatis deployed at eachsitein a Globus
network. DifferentunderlyingauthenticatiorprotocolssuchasKerberosandSSL may
be pluggedinto the infrastructurevia GSS-APImodules A local Globus site usesthe
authenticatiorinformationit recevesin arequestto make authorizationdecisions;it
canalsocall backto a users proxy to confirmtherequest.

The Globus Security Infrastructureessentiallyfocuseson one componentof the
overall metacomputingecurityproblem.Legion, with its “network operatingsystem”
perspectie,addressebroadelissueghatallow the developmenbf sophisticatedecu-
rity policiesto managemetacomputeresourcesasdescribedn Sectiond. TheLegion
architecturefundamentallypermitsgreaterautonomyand flexibility in the choice of
securitytechnologiesand approachesGlobus doesaddressan importantpart of the
metacomputingecuritypuzzle however, andit could be choserasanalternatemech-
anismto the currentRSA approactor implementingdentity andintegrity in aLegion
system.

CRISIS[1] is the securityarchitecturefor WebOS.WebOSis fundamentallydif-
ferentfrom Legion in termsof the basicservicesprovided. WebOSprovidesa single,
traditionalfile systemanda fixed interfacefor authenticatedemoteprocessreation.
CRISIS definescareful, effective security policiesfor thesebasicservices.However,
the CRISIS solutiondoesnot provide a meansfor easily developingsecuritypolicies
for new mechanismsasthey are addedto WebOS,nor doesit provide a meansfor
modifying the securitypoliciessupportedor the existing services.

Two otherprojectsrelatedto securityeffortsin Legion, althoughnot with thefocus
onmetasystemgreJasaandCORBA. Thecomputationamodelof Java[4] (JDK 1.2)
requiresidentity and authenticationin orderto executedigitally signedcode down-
loadedfrom a remotesite. The JDK providesperclass(or perapplication)protection
domainsHowever, it differssignificantlyfrom Legionin its lack of supportfor persite
securitymechanismgjelegation,anduserauthentication.

The securitymodelof CORBA [8] encompasseisientificationandauthentication,
authorizatiorandaccesgontrol,auditing,securityof communicationpon-repudiation,
andsecurityinformationadministrationTypically,anORBvendorimplementsCORBA
securityusingexisting technologysuchasGSS-API KerberosandSESAME.Marny of
the goalsof the CORBA securitymodelaresimilar to the goalsof the Legion security
model,including simplicity, scalability usability, andflexibility. However, CORBA is
not a metacomputingystem—itdoesnot constructan operatingsystem-lile erviron-
mentusingunderlyingdistributedresourcesGiventhis fundamentatiifferencan tarmget
use,CORBA doesnot addresshe metacomputingecurityproblem.



6 Conclusions

We have presentedhe basicsecurityarchitectureof the Legion system,andwe have
demonstratethat our designis sufficiently flexible to accommodate wide variety of
security-relatednechanismsThisflexibility is critical to thesuccessfutleploymentand
useof metacomputingoftware. One-size-fits-alkoftware dictatedby a single group
will neversatisfytherequirementsf thewide rangeof usersandresourceprovidersin a
large-scalecross-domaimernvironment.We have alsodemonstratethatflexibility does
notcomeatthepriceof completdack of control. Within theflexible Legionframework,
we shavedhow anumberof importantsite-wideandapplication-widesecuritypolicies
couldbeachieved.Naturally, thesetof policiespresenteds only asmallfractionof the
policiesthatwill beneededacrosshe completelegion environment.
ThelLegionsystemjncludingthesecurityfeaturesdescribechere,is currentlypub-
licly available.lt is widely deployed on hundredsof machinesat dozensof sitesspan-
ning multiple trustdomainsKey portionsof the software,suchasthe PCDdescribedn
Section2, have beenvettedandapproredby systemadministratorsat sitessuchasthe
SanDiego SupercomputingCenterandthe US Naval Oceanographi©ffice (NAVO).
In thefuture,we planto continuedeploymentof Legion, developingadditionalmecha-
nismandadaptingto new site-localpoliciesasrequired.We arealsoin the processof
measuringhe performancempactof key Legion securitymechanisms.
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